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A CLASS OF NON-SHANNON-TYPE INFORMATION
INEQUALITIES AND THEIR APPLICATIONS*

RAYMOND W. YEUNG! AND ZHEN ZHANGH#

Abstract. Information inequalities form the most important set of tools for proving converse
coding theorems in information theory. They are sometimes referred to as the “Laws of Information
Theory,” because they govern the impossibilities in information theory. For a long time, all informa-
tion inequalities we knew were nothing but simple consequences of the nonnegativity of Shannon’s
information measures. Owing to the recent discovery of a few so-called non-Shannon-type informa-
tion inequalities, it is now known that there are laws in information theory beyond those laid down
by Shannon. In this paper, we show that the unconditional inequality discovered by the authors in
1998 in fact implies a class of 2!% non-Shannon-type inequalities, and we show possible applications
of these inequalities in information theory problems. The results thus obtained are not possible
otherwise.
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1. Introduction. Entropy is the most fundamental measure of information in
information theory. We begin by first defining the entropy of a random variable
and then the joint entropy of a pair of random variables. In this paper, all random
variables are discrete, and all logarithms are in base 2.

DerFINITION 1.1. Let X be a random wvariable with support set Sx and probability
mass function p(z) = Pr(X = z),z € Sx. The entropy H(X) of X is defined by

H(X)=— ) p(z)logp(z).

TESx

DEFINITION 1.2. Let (X,Y) be a pair of random variables with support set Sxy
and joint probability mass function p(z,y) = Pr(X =2, Y =y) (2,y) € xv. The
joint entropy H(X,Y) of (X,Y) is defined by

H(X,Yy== Y p(z,y)logp(z,y).

The joint entropy for three or more random variables can be defined i e ise.
et X,Y, and be random variables. From the (joint) entropies, e can define the
conditional entropy of X given YV as

HXY)=H(X,Y)-H(Y),
the mutual information bet een X and Y as
XY)=HX)-H(XY),
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and the conditional mutual information bet een X and Y given as
(XY )=H(X )-HXY, ).

Entropies, conditional entropies, mutual informations, and conditional mutual infor-
mations are called hannon s information measures.
et = and let = X

e , € be any collection of random

variables. ssociated ith X, € are 2 — joint entropies. For e ample, hen
= , the joint entropies are

H(X ),H(X ),H(X ),H(X ,X ),H(X X ), H(X ,X),HX,X ,X).

Note that all other types of Shannon s information measures, namely mutual infor-
mations, conditional entropies, and conditional mutual informations are all linear
combinations of entropies.

For any subset of [let X = (X, € )and H ( )= H(X ). For fi ed

, one can then vie H as a set function from 2 toI ith H ()= |, i.e., the
entropy of the empty set of random variables is equal to ero. For this reason, e call
H the entropy function of

It is ell- no nthat all Shannon s information measures are al ays nonnegative,
i.e., they are nonnegative for all joint probability mass functions of the random vari-
ables involved (see for e ample | hapter 2 ). These are called the basic ine ualities

.In ppendi |, e 1ill formallysho that the basic inequalities are equivalent to
the follo ing set of constraints on the entropy functions for any and all | ,
H satisfies

P)H ()=

(P2) H () H ()if

PYyH () H() H( ) H( )

(P )-(P ) are called the polymatriod a ioms.

In the rest of the paper, e ill refer to inequalities (identities) involving only
Shannon s information measures as information inequalities (identities). In fact, an
information identity can be regarded as t o information inequalities (see Section 2. ).

Information inequalities form the most important set of tools for proving converse
coding theorems in information theory. They govern the impossibilities in information
theory. In the SP onference, N. Pippenger gave a tal in hich he referred
to constraints on entropies as the la s of information theory . eas ed hether
there is any constraint on entropy functions in addition to the polymatroid a ioms.

uring the last ten years, a number of researchers have made much progress in
understanding the properties of entropy functions. So far, these results not only have
revealed the set-theoretic structure of Shannon s information measures  (see Section
2. ), but also have made machine-proving of information inequalities possible (see
Section 2.2). In particular, o ing to the discovery of a so-called non hannon type in-
formation inequality , Pippenger s open problem is finally settled the polymatroid
a 1oms form an incomplete set of constraints on entropy functions.

ecent findings sho that information inequalities not only are intimately related
to certain multiterminal source coding problems |, but they also have fundamental
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implications beyond information theory, for e ample, in conditional independence of
random variables and in group theory. We refer the reader to for a list of reference
along this line.
lthough non-Shannon-type inequalities originated in information theory, so far

there has not been any application of these inequalities in information theory prob-
lems. Some researchers even doubt hether non-Shannon-type inequalities have any
implication at all in information theory. The current or 1is a first attempt to e plore
possible applications of these inequalities in information theory problems.

The unconditional non-Shannon-type inequality reported in as presented in
more than one form. In this paper, e focus on the follo ingform hich is symmet-
rical both in X and X and in X and X , and e ill denote it by

(X X) (X X X) (X XX) . (X X)

2 (X X,X) 2 (X X,X) (Y)

The results in this paper apply equally ell to the other forms of the inequality in
In the ne t section, e 1ill present the preliminaries for the results to be discussed

in Sections and . In Section , e 1ill sho that in fact implies 2 —
conditional non-Shannon-type inequalities. Together ith , they form a class of
2 non-Shannon-type information inequalities. In Section |, e ill discuss possible

applications of this class of inequalities. oncluding remar s are in Section
. Prei in ries.

.1. Entro y Functions nd In or tion Ine u ities. In this subsection,

e present the frame or for information inequalities in . ecall that H 1is a
function from 2 tol ith H ( )= . et =2 — . abeling the coordinates
of by , €2
function H can be represented by a vector in I . n the other hand, a vector

,  here corresponds to the value of H (), an entropy

€1 1is called constructible if represents the entropy function of some collection
of random variables. efine the follo ing region in I

*

= el is constructible .

For e ample, hen = |, the coordinates of I  are labeled by

) ) ) ) ) ) )

and * is the region in I  of all entropy functions of random variables.
n information inequality (linear or nonlinear) has the form () . here
I I . We consider non-strict inequalities only because these are usually the

inequalities of concern in information theory. For e ample, the inequality (X X )

is ritten as — . Since an information inequality involving random
variables always holds if and only if i1t is satisfied by the entropy function of any
collection of random variables, e have the follo ing geometric interpretation of an
information inequality

() al ays holds if and only if * el ()
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o
f(h)> 0
o
P
f(h)> 0

The t o possible cases for () are illustrated in Figure 2. and Figure 2.2.

Note that * obviously contains the origin, hich is the entropy function of the
collection of  degenerate random variables. In Figure 2. | * is completely included
in the region el () ys0 () al ays holds. In Figure 2.2, there
e ists a vector hich corresponds to some entropy function H such that ( )
Thus the inequality () does not al ays hold. If * is no n, e in principle
can determine hether any information inequality al ays holds.

In information theory, e very often deal ith information inequalities ith cer-
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tain constraints on the random variables involved. These are called conditional in-
formation inequalities. Such constraints on the random variables can usually be e -
pressed as linear constraints on the entropies. The follo ing are such e amples

. X ,X and X are mutually independent if and only if H(X , X ,X ) =

H(X) H(X) H(X).
2. X is afunction of X if and only if H(X X )=
. The ar ovchain X — X — X — X 1isequivalent to
(X X X)= and (X ,X X X )=
It turns out that * not only characteri es all unconditional information inequalities,
but also all conditional information inequalities. This is seen by observing that each
linear constraint on the entropies is a hyperplane in I . In general, linear constraints
on the entropies can be e pressed as a set of homogeneous linear equations =
efining the linear subspace

(2.) = €l =

and generali ing our interpretation of unconditional information inequalities, e have
nder the constraint =, () al ays holds if and only if
(* ) el () .
n information identity ( ) = al ays holds if and only if both ( ) and
() al ays hold. Then e have the follo ing interpretation of a conditional
information identity
nder the constraint = , ()= al aysholds if and only if
(* ) el ()=
nfortunately, * is e tremely di cult to characteri e, and only partial charac-
teri ations of the region have been possible. et us no define as the set of all
el hich satisfy the follo ing properties for all |
. if =
2. .
These are precisely the polymatroid a ioms e cept that the coordinate is degen-
erated since H () is al aysequal to . Note that is also the set of all vectors in
I hich satisfy the basic inequalities (cf. ppendi ). Since the basic inequalities
are observed by all entropy functions, e immediately see that is an outer bound
on *. The question is hether this outer bound is tight. It turns out that * = |
but for , * = . In fact, it has been found that * is not even closed
s * cannot be fully characteri ed, a more manageable tas is to characteri e _* ,

*

the closure of *. If one is interested in unconditional linear information inequalities,

. . —%
then it su ces to consider because

. el ()
if and only if
- el ()
This follo s from the fact that the region €1 () is closed. o ever, if

one is interested in conditional inequalities, a more detailed characteri ation of * 1is
necessary.
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The authors proved in  that T isin general a conve cone. In the same paper,
*

e further proved that = = (also see ). In other ords, every unconditional
inequality involving random variables can be proved by invo ing the basic inequal-
ities.

No  rite as () . This inequality is called non-Shannon-type because

it is not a consequence of the basic inequalities, i.e.,
el ()
n the other hand, since ( ) al ays holds,
) el ()

Ta ing closure on both sides, e have

—x

el ()
Thus e conclude that — is a proper subset of . This is illustrated in Figure 2. .
From this figure, e see that together ith the basic inequalities form a tighter
outer bound on * than the basic inequalities alone.
g(h)=0
r4
T *
r4
-,
With the discovery of , Pippenger s problem is finally settled. o ever, a
physical interpretation of this inequality is yet to be obtained.
Weno summari e hatis no n about the relation among *, _*, and . For
=2,

For =
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For ,
ctually, the first non—Shannon—ty}:e ineq_uality, hich is a conditional inequality,
as reported earlier by the authors in . We sho ed that if (X X ) = and
(X X X )= ,then
(2.2) (X X X ,X) (X X X) (X X X ,X).

Since the constraints on the above inequality are obtained by setting t o basic inequal-
ities to equality, this inequality means that there is a certain region on the boundary
of hich is not constructible. o ever, this is not strong enough to imply that
—*

For the inequality in (2.2), if e further impose the condition (X X X ) =

(X X X ,X )=, then e immediately have (X X X X ) = because it
is al ays nonnegative. That is, for random variables X | X /X jand X ,if ) X
and X are independent, 2) X and X are independent given X , ) X and X are
independent given X , and ) X and X are independent given X and X , then
X and X given X and X are independent. This is a constraint on conditional
independence relations for  random variables hich are not implied by the basic
inequalities.

Subsequent to  and | the open problem of the conditional independence struc-
ture for random variables as finally settled by atus 2 by means of a conditional
non-Shannon-type inequality involving random variables hich is di erent from the
one in (2.2).

. ITIP. In the past, information inequalities had to be proved by hand. This
is done by successive invocations of the basic inequalities. When a certain inequality
cannot be proved, e donot no  hether the inequality is incorrect, or e just have
not invo ed the right basic inequality at the right step. fcourse, eno no that
there e ist non-Shannon-type inequalities hich cannot be proved by this method.

No information inequalities can be proved by a soft are called ITIP . The
current version of ITIP runs on T on the ni System. It can prove all
inequalities involving a definite number of random variables hich are implied by the
basic inequalities, namely those provable by the method e used to no . In fact, it

as sho nin  that all these inequalities are nothing but linear combinations of the
basic inequalities ith nonnegative coe cients.
sing I'TIP is simple and intuitive. The follo ing e amples illustrate the use of

ITIP

1 2 and 1 2 do not imply each other.
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In the first e ample, e prove an unconditional inequality. In the second e ample, e

prove the celebrated ata Processing Theorem (see for e ample | p. ). In this
e ample, the first inequality is hat e ant to prove, hile the second and the third
equalities are the conditions hich specify the ar ov chain X —Y — — . In the
third e ample, e try to prove the inequality . When ITIP returns the clause

Not provable by ITIP, it means that the inequality may be true but it cannot be
proved by ITIP. ut of course, is a non-Shannon-type inequality hich al ays
holds.

ITIP results from the frame or for information inequalities presented in the
last subsection. asically, the geometrical interpretation of information inequalities
allo s one to formulate the problem of proving these inequalities (both unconditional
and conditional) as a linear programming problem. We refer the reader to  for the
details.

-Me sure. In this subsection, e give arevie of the main results regard-

ing - easure. For a detailed discussion of the theory, e refer the reader to (also
see the tutorial 2 ). Further results on - easure can be found in and .
et X, € = ..., be jointly distributed random variables, and X be

a set variable corresponding to a random variable X. efine the universal set  to
be ¢ X andlet be the -field generated by X, € . The atoms of  have
the form ¢ Y, hereY iseither X or X . et be the set of all the atoms
of e cept for ¢ X , hich isequal to the empty set by construction because

€ €

Note that =2 — . In this subsection, hen e refer to an atom of | e al ays
mean an atom of in .
To simplify notations, e ill use X to denote (X, € ) and X to denote
¢ X for any . It assho nin  that there e ists a unique s¢ ned measure
*on , called the - easure, hich is consistent ith all Shannon s information
measures via the follo ing formal substitution of symbols

H *

(X =Y =X Y ), ie,for any (not necessarily disjoint) , |
2.) X X -X )= (X X X )

When = , einterpret (2. ) as
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When = | (2. ) becomes

(X —X )=H(X X ).
When = and = , (2. ) becomes
(2.) (X )= H(X ).

Thus (2. ) covers all the cases of Shannon s information measures.

Weno sho ho * 1s defined. et

= € = ¢ X forsome , =
be the set consisting of the unions formed from X , . Note that = =
2 — . et =2 — . efine arbitrary one-to-one mappings
02,
bl 2’ . ) )
and let
u=—
here = *( ())and = *( ()) for , . Note that are
the values of * on all the atoms of |, and | are the values of * on all
the unions formed from X | , or equivalently, all the joint entropies involving
the random variables X ,..., X by (2. ). Then
= Cu,
here C = is a unique matri (independent of *) ith

it () ()
it () ()

n important characteristic of C is that it is invertible | so e can rite

u==0C

*

In other ords, is completely specified by the set of values *( ), € | namely

all the joint entropies involving X ,... X , and by virtue of (2. ), * is the unique
measure on hich is consistent ith all Shannon s information measures. Note that
* in general is not nonnegative. o ever,if X ;... X forma ar ovchain, *is

al ays nonnegative
To conclude, the theory of - easure enables the use of the language and the rich
set of tools in set theory to study the structure of Shannon s information measures.
s a consequence of this theory, the information diagram as introduced as a tool to
visuali e the relationship among information measures . n information diagram is
a special case of a enn diagram ith = ¢ X . Figure 2. sho s the information
diagram for random variables X ;X | X . E amples of applications of information
diagrams can be found in |, | 2, and
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. A C ss o non-S nnon-ty e Inor tion Ine u ities. ecall from
Section 2. that for random variables, an unconditional information inequality
() ( hich al ays holds) is of non-Shannon-type if and only if

el ()

i e ise, under the constraint of a linear subspace  on the entropies (cf. (2. )), an
information inequality ( ) is of non-Shannon-type if and only if

( ) el ()

Since ( ritten as () ) al ays holds, it remains valid hen certain
linear constraints on the entropies are imposed. The question is hether under these
additional constraints continues to be of non-Shannon-type. s e 1ll see
shortly, this ould be the case if the additional constraints are chosen carefully.

Tofi ideas, eno give ane amplefor hich is a Shannon-type inequality

hen a certain linear constraint on the entropies is imposed. Suppose (X X )=
Then the left hand side of as displayed in Section becomes , and the inequality
is trivially implied by the basic inequalities because all the terms on the right hand
side are Shannon s information measures.

In the course of proving that is of non-Shannon-type, it as sho n in
that there e ists an € hich does not satisfy , here is defined by
= = = =92
ith . Since is satisfied by all entropy functions, is not an entropy

function, or € *. From the theory of - easure, e can obtain the set-theoretic
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structure of , hich is sho nin Figure . . ( ere e use the measure in Figure
to illustrate the set-theoretic structure of | but this measure is actually not a valid

- easure because  is not an entropy function.) Tt is easy to verify from Figure
that  liesin e actly  hyperplanes defining the boundary of | hich correspond
to setting the follo ing  Shannon s measures to

(X X), (X X X), (X X X), (X X X), (X X X),
(X X X), (X X X), (X X X), (X X X), (X X X,X),

HX X ,X ,X)HX X ,X ,X),HX X ,X ,X),HX X X X).

Since  isinl | 1is along an e treme direction of

X2

S

Red

X1 E: X3
X4
1
No for any linear subspace in I  containing , e have

S

and  does not satisfy . Therefore,
( ) el ()

This means that is a non-Shannon-type inequality under the constraint . From
the above, e see that can be the intersection of any nonempty subset of the
hyperplanes containing . Thus is a non-Shannon-type inequality conditioning
on any nonempty subset of the above Shannon s measures equal . ence,

implies a class of 2 — conditional non-Shannon-type inequalities.
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. A ic tions. lthough non-Shannon-type inequalities originated in infor-
mation theory, so far there has not been any application of these inequalities in in-
formation theory problems. In this section, e give t o e amples of application of
the class of non-Shannon-type inequalities implied by . The results obtained in
these t o e amples are not possible other ise.

E 1. onsider a fault tolerant distributed database system consistin of
random variables X | X ,X ,X such that any three random variables can recover the
remainin  one i.e.

bl bl

(.) HX X, =)=

e are interested in the set of all entropy functions subject to these constraints
denoted by  which charactert es the amount of joint information which can possibly
be stored in such a database system. The set  1is iven as the intersection of * and

the hyperplanes correspondin to the constraints in . . ince each constraint in

s one of the  constraints specified in the last section ts a non hannon
type ine uality under the constraints in

hen 1s written in terms of unconditional joint entropies it becomes

H(X) H(X) H(X) H(X ,X) H(X ,X)
H(X) 2H(X,X) H(X ,X) H(X ,X)
HX X ,X) HX X ,X) H(X ,X).

poninvo in H(X X , X X )=H(X X ,X ,X )= from . sothat

HX X X)=H(X , X ,X)=H(X ,X ,X ,X),

becomes
H(X) H(X) H(X) H(X ,X) H(X X))
H(X) 2H(X,X) H(X ,X) H(X ,X)
HX X , X ,X) H(X , X ).

wnce this ine uality is symmetrical in X and X and in X and X by permutin
the indices we can obtain five other distinct ine ualities. These ne ualities to ether
with the basic ine ualities we a ti hter bound on  than the basic ine ualities alone.
conditionin on . cannot be proved by T . This is consistent with our
claim that 1s of non hannon type conditionin on
E 2. onsider random variables X | X X X suchthatX —(X ;X )
—X forma ar ov chain. This ar ov condition is ¢ uivalent to

(X X X ,X)=

which is one of the constraints specified in the last section. Therefore s a
non hannon type ine uality under this condition.

t can be proved by invo in the basic ine ualities usin T that

(X X) (X X X) (X X X) . (X X)
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X X, X) (-) X X ,X)

where .2 . this is the best possible .  owever from the last two
terms above can be sharpened to .2 (X X X)) 2 (X X ,X).

The ar ovchain X —(X ,X )—X arises in many communication situations.

s an e ample consider a person listenin to an audio source. Then the situation

can be modeled by this ar ov chain with X bein the sound wave enerated at the
source X and X bein the sound waves recewved at the two ear drums and X bein
the nerve tmpulses which eventually arrive at the brain. The ine uality wes
a ti hter upper bound on (X X ) i hter than what can be implied by the basic
wne ualities  which appears to be fundamental. This bound may be useful in provin
certain converse codin theorems in multiterminal information theory.

There 1s some resemblance between the conditional form of discussed in this
e ample and the ata rocessin Theorem but there does not seem to be any direct
relation between them.

. Concudin Re r s. ing to the recent discovery of a fe so-called
non-Shannon-type information inequalities, it isno  no n that there are la s in in-
formation theory beyond those laid do n by Shannon. Since there e ist non-Shannon-
type inequalities for as fe as random variables, it is believed that there are many
more such inequalities yet to be discovered. In this paper, e have derived a class of
non-Shannon-type inequalities from the inequality discovered by the authors in ,
and e have sho n possible application of these inequalities in information theory
problems. The results thus obtained are not possible other ise.

It is straightfor ard to see that each of the conditional non-Shannon-type in-
equalities reported in and 2 implies a class of conditional non-Shannon-type
inequalities by means of a slight modification of the arguments in this paper. It is
conceivable that some of these inequalities have applications in information theory
problems.

ur results have shed some light on the role of non-Shannon-type inequalities
in information theory. Further investigation along this line may lead to ne territo-
ries in information theory. In particular, the solutions of certain open problems in
multiterminal information theory may be made possible by some non-Shannon-type
inequalities.

A endi A.T e roo ort ee ui enceo t ePoy triodA io s
ndt e sicIne u ities. We first sho that the polymatroid a ioms imply the
basic inequalities.  bviously, (P ) and (P2) imply all entropies are nonnegative. For

(P2), by letting = , ehave H H L,orHX X)) . ere, and are
non-overlapping subsets of . For (P ), by letting = , = ,and = ,
e have H H H H ,yor (X X X)) . gain, , , and

are non-overlapping subsets of . When = | from (P ), e have (X X )

Thus, (P )-(P ) imply that all entropies are nonnegative, and that all conditional
entropies, mutual informations, and conditional mutual informations are nonnegative
provided that the subsets of random variables involved do not overlap. o ever,
for any conditional entropy, mutual information, or conditional mutual information,
even if the subsets of random variables involved are overlapping, it can al ays be
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ritten as a linear combination ith nonnegative coe cients of entropies, conditional
entropies, mutual informations, and conditional mutual informations for hich the
subsets of random variables involved in any of the latter three types of information
measures do not overlap. For e ample, (X ,X X /X ;X X X )can be ritten
as H(X X X)) (X ,X X X ,X,X). This sho s that (P )-(P ) imply the
basic inequalities.
The converse is trivial and its proof is omitted.
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